· TCP connect() scanning :

· This from of port scanning is the most basic from of TCP port scanning it uses the connect() system call provided by the operating system to open connections to every listening port on the target machine. If the port is in listening mode the connect() call will be successful else it will report the the port is unreachable. The main advantage of this is that it does not need any special privileges and it is a very quick way of testing a port. 

· TCP SYN scanning: 

· This type of scanning is normally referred to as part or half open scanning, this is because the port is never fully opened. This is done by sending a Syn packet as if to open a port then wait for the Syn/Ack or the Rst. The Rst response means the port is none responsive and the Syn/Ack response will indicate a listening port, as soon as the Syn/Ack response is received you send the Rst  this will kill the connection process. The main advantage of this type of port scanning is that a lot of system will not record the scan as an attack however the system must be running under root access privileges to build the custom packet
· TCP FIN scanning :
· This is the most covert method of TCP port scanning as Syn packet’s can be detected via firewalls and programs such as Synlogger and Courtney. However FIN packet may be able to pass through undetected. This method of scanning was 1st detailed by Ref Uriel maimon. The idea of this method is that most UNIX system closed ports will tend to reply to a FIN packet with the Rst and open ports by default ignore the FIN packets. However the major down side to this is that some system mostly Microsoft and they will send Rst response what ever the state of the port which means Microsoft system are not susceptible to this from of port scan. However this means it can be useful to tell the difference between operating systems.
· Fragmentation scanning:
· This method is the only method that is capable of by-passing or increase the difficulty of detection of the port scan. This is done by splitting up the probing TCP header over a few packets, however some programs many have trouble handling the smaller size packets that can vary in size. This can cause packet sniffers to call a general fault error and a security conciseness administer may investigate this. Some networks may be configure to beat this method, by queuing all the IP fragmented packets this option is the CONFIG_IP_ALWAYS_DEFRAG option in Linux, however a lot of networks can not afford to do this due to the large over head in performance degradation. At current there are not many port scanner that use this method.

· TCP reverse ident scanning: 
· This method was disclosed by Ref: D. Goldsmith, it is that the IDENTD protocol allows for the disclosure of the username of any process connected via TCP, the fault with this come’s form the fact that it can be done by either party in the connection. This  mean that it is possible to connect to a service and fully open the port then use the Identd to find out if the server is running as root. This can be achive very easily with the use of a program known as nmap.
· FTP bounce attack:
· This is one of the more interesting protocols or for the proposes of this research is proving to have some interesting implications. It  uses one of the features detailed in ftp protocol (RFC 959) the feature that is of most interest is the support for Proxy ftp connection. This means that it should be feasible to connect from myagancy.com to the FTP server-PI(protocol interpreter) of the suspect.com to create the communication connection. It could be then plausible to request that the server-PI start a n active server-DTP (data transfer process)allowing a file to be sent anywhere on the network or internet. Well this work well for hackers in 1985 when the security hole was 1st discovered to allow for almost untraceable Emails or to take down servers on the internet or even bypass firewalls. But this is not how the port scan is done instead it use the Proxy FTP server to allow the TCP port scan, this is done by connecting to an FTP server that is behind a firewall and then scan the ports from behind the firewall as the security behind the firewall is genrally much less strict and in some case the security is all pointed forward and any thing behind the firewall is classed safe. There for if the ftp server has a directory that is made both read and write you can configure the data you request to be stored on the server behind the firewall then you just pick up the file where the port scan data has been written to. The technical explanation of how to do this, is as follows use the PORT command to state that the “passive “User-DTP” is listening on the target system on a certain port number. Then try to list the current directory and the result will be sent over the Server-DTP channel. If the target host is listening on the port, the data will be transferred successfully this create a 150 and a 226 response if it is not successful a 425 response this is done for each port and the port log is then picked up later. However this process is very slow and a large majority of ftp server are now stopping this function. However this is still worth looking at due to it being almost untraceable

· UDP ICMP port unreachable scanning: 
· This method is the 1st method dicribed here that uses the UDP and not the  TCP protocol  the UDP protocol is a much simpler protocol, however this does not many that port scanning is easier when using it, infact if anything it can be said that it proves more difficult. This is due to the fact that the open ports do not have to send responses to the probe and closed port simply don’t have to send error reports. However most servers do send an ICMP_PORT_UNREACH error when the UDP port is closed. There for if no response is received it is a possible indicator that the port is open. However both UDP packets and the ICMP errors are guaranteed to be received. This means that UDP scanners must implement the repeated transmission of packets that seem to be lost, the retransmission cuts down the number of false positives. However this means that the time taken to scan a system is greatly increased. In-fact some system such as the Linux kernel limits the number of unreachable message to 80 every 4 seconds if this is exceeded a 0.25 second penalty is added of each message. Root access is also required to access the raw ICMP sockets for reading the error 
· ICMP echo scanning:
· This is not strictly cased as port scanning, as ICMP does not have a port construct. However finding the host to be port scanned is also another needed part of the research prototype. This host finding can be done in parallel. 
