Remote Internet server profiling
Abstract 

This paper looks at profiling for a slightly different angle to the normal in that we are applying methodologies used to profile human offenders to help profile internet crime. In particular this paper will be looking profiling internet connected computers, in order to give us victim profiles.

Why do this Profiling

With the growth of the internet, inevitably came the growth of internet crime. It is a different type of crime to that of the real world crime, as very often nothing is seen to have happen in the real world an there for most people’s conception is that it cant have had much effect. However recent studies show that people fears about internet crime are rising [1]. The public’s main fear is fraud and also is there system getting “hacked”, now while most home users have no data on the home computer that a hacker/cracker would want, they do however have space. 

The theft of hard drive space is a growing problem due to FTP Distribution gangs attacking home user’s systems and installing an FTP demon on them this is happening because of the standard security issues and the added fact that most home computers now have one or more hard drives in them that have 200Gig of storage space free.


With this profiling we could be able to detect venerable systems to a certain type of attack. This would be done by gathering history of previous attacks and cross referencing them against the system profile.


This tool could then be used by the public in order help them protect themselves much in the same way as a police officer calling around to your home to inspect it for possible security weakness’s

The profiling most areas of the world have been profiled however very little work has been done in the area of server/system profiling. The normal solution is to employ a penetration testing system, now this may so weakness in a system at the current time on the test it does not allow for constant monitoring and the evolution of the system, network and the attack. A marshal published an attack taxonomy at the ECCE in 2006 which has given has been used here however it has been simplified it slightly but later in this paper we will go back to the original in order to show how this profiling can be used with other such things

This could be summarized as 

(N*W)/p=pr

N = attack originality (1 old to 10 new)

W = Weakness of network opening (0 not connected to 10 connected and all ports open)

P = profiled system strength (1 insecure programs and port combination to 10 secured system)

PR = Probability of attack success 

For example if the attack is an older attack such as brute force password attack it would have a N of 1 if the network was fully open and has a W of 10 and the profiled system had a P of 1 the PR would be 10% this is due to the attack not being common due to the age of the attack but the chance of success is still there however if the attack was new and had a N of 10 and all the other setting are the same the PR would be 100% mean that due to the originality of the attack and weakness of the network and system would allow for a greater chance of success and of course disconnecting the server from the outside connection totally removes the chance of a remote attack so the PR would be 0%. 

Given that we can build the profiles we can also look at the types of attacks the may ocure in the future, this is because the design of new attacks is like any other design in that it generally can be thought of as the next step that would by pass a problem. All computer software and even the languages that they have been written in. follow a simple pattern of problem/goal to be achieved is realized and the tool is designed to achieve that end. In most design’s it is common to look at other tools within the area. It is this type of design that is used to plot the possible evolution of attacks in the threat assessment

The profiling

 The 1st thing we must do is look at what areas of the system we can use if we are to do this remotely and they are 

IP address

List of port numbers

List of services running

List of anomalies 

Identification of operating system by sequencing numbers
The IP address is not that useful at aiding the profiling however we can use it as the unique identifier for the individual system. However should the data be viewed by any other person other than the owner of the data the IP address would need to be anonymzed to ensure that the DPA (data protection act) is being followed. There has been a great deal of work in this area lately so this paper will not cover this area it will assume that the use of them will work [2]
The list of port numbers is one half of the profile and it could be likened to the physical attributes in the real world. Given the other part of the profile it is possible to deduct that with out prior knowledge what the list of port numbers could be. However there will be more about this in a later section
Below is a simplified Data flow Diagram (DFD) of how the system obtains the information and utilizes it in order to build the profiles

Server profiling diagram 
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New profile 

For (local network) 

Make sure its not a network printer, router, etc

What Operating system (OS)? (identified if possible by using portscanning and packet sequence numbering)

What ports open/closed different from default OS install?

Other service 
Any HTTP server running

Type of HTTP Server 

Port number running the HTTP Server

Any FTP sever running

Type of FTP Server 

Port number running the FTP Server

Any proxy service running

Types of proxies

Port numbers running the proxies

Check for telnet and other service 

The above DFD shows that the data captured may need to be anonymous to stay with in the DPA but this shouldn’t be a problem if the anonymisation algorithm is private to the system and it can then un- anonymise the data on the fly as it need to until the target system has a been identified as the target system.

System layout

Tests carried out with key code snippets

Test results

ECCE taxonomy (need to go through this with angus to make sure he agrees how it can plug in)

Conclusion
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